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Aﬁenda

Morning Session

* Unit 0 —Introductions

* Unit 1 - Federation

* Unit 2 — Reference Scenarios

e Unit 3 — Customer Case Studies

Afternoon Session

* Unit 4 - Office 365

* Unit 5 - SharePoint On Premises
* Unit 6 — Open Discussion
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SharePoint On Premise Authentication Options

Windows Authentication Forms-Based Federated Identity

Authentication
H:) SharePoint E:} SharePoint H:) SharePoint

.NET Providers Relying Party

—
Windows Claims

Or
Classic Mode Claims Claims

Trusted Identity Provider
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Trusted Identity Providers

* Active Directory Federation Services (AD FS)

* Thinktecture Identity Server

* Social Identities
= Facebook
= Linkedin
= Microsoft Account
= Google+
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Edit Authentication

Claims Authentication Types
[l Enable Windows Authentication
Choose the type of

o Integrated Windows authentication
authentication you want to use

for this zone. [NTLM

Negotiate (Kerberos) is the
recommended security
configuration to use with
Windows authentication. If this

option is selected and Kerberosis [T gpable Forms Based Authentication (FBA)

not configured, NTLM will be - :
used. For Kerberas, the ASP.NET Membership provider name

application pool account needs |
to be Network Service or an

account that has been configured ASP.NET Role manager name
by the domain administrator. |
NTLM authentication will work
with any application pool account
and with the default domain [ Trusted Identity provider
configuration.

[ Basic authentication (credentials are sent in clear text)

Trusted Identity Provider
Easic authentication method .
passes users' credentials over 3 [ Thinktecture IP-STS
network in an unencrypted form.
If you select this option, ensure
that Secure Sockets Layer (S50) is
enabled.
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SharePoint Infrastructure

* SharePoint Farm (one or more servers)

= Web Application
o Site Collection

— Subsites
» Lists and Libraries

= Application Pools
= |IS Sites
= Content Databases

myism IT g ExtranetUserManager



Web Application Zones

* Authentication methods are defined for each
zone of a web application

* Each web app can have up to five zones
= Default

Intranet

Extranet

Internet

Custom

* Multiple authentication methods can be applied
to a single zone
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When to Use Zones

In general we recommend not to use multiple zones

Everyone (internal and external users) should share a
single https url (https://portal.contoso.com)
Confusion results otherwise

= Emailed links are broken for some of your users

= Workflows, tasks, and alerts point to the wrong URL
(unless you are in the Default zone)

The only exception is where you also need an
anonymous http zone
= Mixed public and private sites
= This is the only scenario that Microsoft recommends
= Secure https zone should always be the default zone
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https://portal.contoso.com/

Authentication Chooser

* Users decides what method to use to
authenticate
 Goal should be to hide this from the user

= Use the IP address
= Check the email domain of the login email address

Sign In

Select the credentials you want to use to logon to this SharePoint site:

Windows Authentication
Thinktecture IP-STS
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AD FS and SharePoint On Premises
———————————————————————
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AD FS and SharePoint On Premises

e Same AD FS infrastructure is needed as Office 365

* Complete the AD FS Configuration Checklist

= http://blog.petercarson.ca/Documents/ADFS Configuration
Checklist.zip

* Export the token signing certificate
* Setup the Relying Party (SharePoint) in AD FS

* Run the PowerShell to configure SharePoint to trust AD
FS as an identity provider

* Select the Trusted Identity Provider in Central Admin

* http://technet.microsoft.com/en-
us/library/hh305235(v=0ffice.15).aspx#Phase?
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AD FS Configuration Checklist

'Relying Party Definition

Item Value

Display Name Extranet

URL https://adfsportal.eitdev.org/ tru
Identifier extranet

Full Identifier urn:extranet:sharepoint

Claim Rule

LDAP Attribute Outgoing Claim Type

E-Mail Addresses E-Mail Address

Token Groups - Unqualified Names Role

:SharePoint Trusted Identity Provider

Token Issuer ADFS LAB LOCAL

Certificate File C:\Install\ADFS\adfs.cer

Certificate Name Token Signing Cert Lab Local

Realm urn:extranet:sharepoint

Description SharePoint secured by SAML (ADFS) Lab Local
'ADFS Signin URL https://adfs.eitdev.org/adfs/Is
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Token Signing Certificate

e 7
Saors [Cottones e

4 [ Service

Soms == oo S S P || Genfieate LA
[ ] Endpoints b Eei o

| Centificates Service communications Add Token-Signing Certificate...
. - [ECN="eitdev org, OU=Domain Control Validated SERIALNUMBER=07969... 2/2/2014 2/2/215
[ 7] Claim Descriptions

4 [ 7] Trust Relationships Token-decrypting - - -
[ Claims Provider Trusts EB CN=ADFS Fronmtinn - adfs etdev.org CN=ADFS Encryption -ad... 5/14/2014 . Set Service Communications Certific..
] Relying Party Trusts oken-signing View
[ Attribute Stores [E]CN=ADFS Signing - adfs sitdev.org CN=ADFS Signing - adfs....

Add Token-Decrypting Certificate..

Mew Window from Here
Refresh
Help

View Certificate...

Set as Primary

Help
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Relving Party Trust

Welcome to the Add Relying Party Trust Wizard
@ Welcome
Select Data S This wizard will help you add a new relying party trust to the AD F5S corfiguration database. Relying paries
@ >slect Data Source mgmp_mtmmanmwm&dmswmmmmw
@ Choose lssuance authorization decisions.
Authorzation Fules The refying party trust that this wizard creates defines how this Federation Service recognizes the relying
@ Readyto Add Trust party and issues claims to it. You can define issuance transform rules for issuing claims to the relying party
after you complete the wizard.
@ Finish

< Previous | |
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Relving Party Trust

Select an option that this wizard will use to obtain data about this relying party:

Welcome
() Import data abot the refying party published online or on a local netwark

Select Data So
= woures |Use thiz option to impaort the necessary data and certificates from a relying party organization that
Specify Display Name publighes its federation metadata online or on a local netwark.

Choose Profile Federation metadata address thost name or URL):
Conrfigure Certfficate |
Configure URL Example: fs.contoso.com or https://www contoso.com/app

Conrfigure Identifiers () Import data about the relying party from a file

Choosg |S$UEHCE! Use this option to import the necessary data and cerificates from a relying party organization that has
Authorization Rules exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard wil
Ready to Add Trust not validate the source of the file.

Finigh

Federation metadata file location:

| | Browse...

(®) Enter data about the relying party manually
|Jse this option to manually input the necessary data about this relying party organization.
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Relxinﬁ Partx Trust

Specify Display Name

Steps
@ Welcome

Type the display name and any optional notes for this relying party.

Display name:
|adf5portal.ei‘tdev org

@ Select Data Source
@ Specify Display Name
@ Choose Profile Notes:
@ Configure Certfficate |
@ Configure URL

@ Configure Identifiers

@ Choose lzsuance
Authorization Rules

@ Readyto Add Trust
@ Finish

SharePoint
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Relving Party Trust

This wizard uses configuration profiles to aid in creating the relying party trust. Choose the appropriate
Welcome corfiguration profile for this relying party trust.

Select Data Source ® AD ES profile

Specify Display Mame This profile supports relying parties that are interoperable with new AD FS features, such as
security token encryption and the SAML 2.0 protocal.

Chooge Profile

Corfigure Certfficate () AD F5 1.0and 1.1 profile

Configure URL This profile supports relying parties that are interoperable with AD FS 1.0and 1.1.

Configure ldentifiers

Chooge lssuance
Authorization Rules

Ready to Add Trust
Finish
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Relving Party Trust

Configure Certificate

= Specify an optional token encryption cerificate. The token encryption certificate is used to encrypt the

@ Welcome claims that are sent to this relying party. The relyving party will use the private key of this cedificate ta
decrypt the claims that are sert to it. To specify the certificate, click Browse..

@ Select Data Source

@ Specify Display Name

Subject:
@ Choose Profile Effective date:
@ Corfigure Certfficate Expiration date:
@ Configure URL
@ Configure |dentifiers

lssuer:

| View... || Browse... || Remaove

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Leaders in SharePoint Solutions SharePoint
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Relying Party Trust

Configure URL

£ AD FS supports the WS-Trust, WS-Federation and SAML 2.0 Web5S0 protocols for relying parties.
Welcome W5-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify
the URLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.
Select Data Source

Enable support for the WS-Federation Passive protocol
Specify Display Name G eRe s

The W5-Federation Passive protocol URL supports Web-browser-based claims providers using the
Choose Profile WS-Federation Passive protocaol.

@
@
@
@
@ Corfigure Certificate Rehying party WS-Federation Passive protocol URL:
@
@
@

Corfigure URL |https:ﬂadfsportal.eitdev.orgf_tmstf
Canfigure Identfiers Example: https://fs contoso com/adfs/1s/

Choose Issuance
Authorization Rules [ ] Enable support for the SAML 2.0 Web550 protacol

Ready to Add Trust The SAML 2.0 single-sign-on (S50) service URL supports Web-browser-based claims providers using
Finish the SAML 2.0 WebSS0 protacal.

Relying party SAML 2.0 550 service URL:

Example: https://www contoso.com/adfs1s/
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Relving Party Trust

Relying parties may be identified by one or more unique identifier strings. Specify the identifiers for this
refying party trust.
Select Data Source Relying party trust identifier:
Specify Display Mame |
Choose Profile Example: https: /A5 contoso com/adfs/services Arust

Corfigure Certificate Relying party trust idertifiers:

Corffigure URL ps://adfsportal sitdev.org/ trust/
um:extranet sharepaint

Configure |dentifiers

Choose Issuance
Authorization Rules

Ready to Add Trust
Finish

SharePoint
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Relving Party Trust

Choose Issuance Authorization Rules

aha Issuance authorization rules determine whether a user is permitted to receive claims far the relying party.

Welcome [J;oose one of the following options for the inttial behavior of this relying party’s issuance authonzation
rules.

Select Data Source

Speciy Display Name (®) Pemit all users to access this relying party

The issuance authorization rules will be corfigured to pemit all users to access this relying party. The

Choose Profile relying party service or application may still demy the user access.

Corfigure Cerificate

() Deny all users access to this relying pa
Configure LURL relying party

The issuance authorization rules will be corfigured to deny all users access to this relying party. You must
Configure Idertifiers |ater add izsuance authorization rules to enable any users to access this relying party.

Choose |ssuance
Authorization Rules

You can change the issuance authorization rules for this relying party trust by selecting the relying party
Ready to Add Trust trust and clicking Edit Claim Rules in the Actions pane.

Finish
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Relving Party Trust

The relying party trust was successfully added to the AD F5 configuration database.

Wel
coms You can modify this relying party trust by using the Properties dizlog bax in the AD FS Management snap-n.

Select Data Source
Specify Display Name
Choose Profile
Configure Cerificate
Corfigure URL
Configure Identifiers

[] Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

Choose Issuance
Authorization Rules

Ready to Add Trust
Finizh
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Relying Party Trust

Select Rule Template
L Select the template for the claim rule that you want to create from the following list. The description
@ Choose Rule Type provides details about each claim rule template.

@ Configure Claim Rule Claim rule template:
Send LOAP Attributes as Claims

Claim rule template description:

Using the Send LDAP Attrbute as Claims rule template you can select attributes from an LDAP attibute
store such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this nule template to
create a rule that will extract attibute values for authenticated users from the displayMame and
telephoneMNumber Active Directony attributes and then send those values as two different outgoing
claims. This rule may also be used to send all of the user's group memberships. [ you want to only send
individual group memberships, use the Send Group Membership as a Claim rule template.

Tell me more about this rule template ..

< Previous | | Meat =
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Relving Party Trust

Configure Rule

£ You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
@ Choose Rule Type which to extract LDAP attibutes. Specify how the attibutes will map to the outgoing claim types that will be
issued from the rule.

@ Configure Claim Rule
Claim rule name:

|AD Rules

Rule template: Send LDAF Attrbutes as Claims

Attribute store:
Active Directory

Mapping of LDAF attributes to outgoing claim types:

LDAP Attribute (Select or type to
add mare)

E-Mail-Addresses E-Mail Address

Cutgoing Claim Type {Select or type to add more)

User-Frincipal-Name UFN
Token-Groups - Unqualfied Names
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PowerShell to Configure SharePoint

$TokenIssuer = "ADFS LAB LOCAL"

$certFile = "C:\Install\ADFS\adfs.cer"

$CertName = "Token Signing Cert Lab Local"

$realm "urn:extranet:sharepoint"

$descript "SharepPoint secured by SAML (ADFS) Lab Local"
$ADFSSigninURL "https://adfs.eitdev.org/adfs/1s"

if ($args[0 "-Install™)

{
write-host "INSTALL Certificate - $CertName"
$cert = New-Object System.Security.Cryptography.x509Certificates.x509Certificate2($CertFile)
New-SPTrustedRootAuthority -Name $CertName -Certificate $cert

write-host "INSTALL Token Issuer - $TokenIssuer"

$map = New-SPClaimTypeMapping -IncomingClaimType
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"” -IncomingClaimTypeDisplayName "EmailAddress" -
SameAsIncoming;

$map?2 New-SPClaimTypeMapping -IncomingClaimType "http://schemas.microsoft.com/ws/2008/06/identity/claims/role"
-IncomingClaimTypeDisplayName "Role" -SameAsIncoming;

$ap = New-SPTrustedIdentityTokenIssuer -Name $TokenIssuer -Description $descript -realm $realm -
ImportTrustCertificate $cert -ClaimsMappings $map,$map2 -SignInurl $ADFSSigninURL  -Identifierclaim
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress";

}
elseif ($args[0 "-Uninstall™)

{

write-host "UnINSTALL $TokenIssuer and $CertName"

Remove-SPTrustedIdentitytokenissuer $TokenIssuer
Remove-SPTrustedRootAuthority -Identity $CertName
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Select the Trusted Identit
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Edit Authentication

conhiguration to use with
Windows authentication. If this
option is selected and Kerberos is
not configured, NTLM will be
used. For Kerberos, the
application pool account needs
to be Network Service or an
account that has been configured
by the domain administrator.
NTLM authentication will work
with any application pool account
and with the default domain
configuration.

Basic authentication method
passes users' credentials over a
network in an unencrypted form.
If you select this option, ensure
that Secure Sockets Layer (S51) is
enabled.

ASP.NET membership and role
provider are used to enable
Forms Based Authentication
(FBA) for this Web application.
After you create an FBA Web
application, additicnal
configuration is required.

Trusted Identity Provider
Authentication enables federated
users in this Web application.
This authentication is Claims
token based and the user is
redirected to a login form for
authentication.

[1Enable Forms Based Authentication (FBA)
ASP.NET Membership provider name

ASP.NET Role manager name

[ Trusted 1dentity provider
Trusted Identity Provider

] ADFS LAB LOCAL
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EUM and SharePoint
————————
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EUM and SharePoint

* Full details in the Deployment and Configuration
Guide

* High-level steps
= Create an IIS site to install into
= Run the installer
= Configure the Extranet Identity Server
= Complete the EUM configuration
= Add SharePoint as a Relying Party
= Integrate AD FS as an Identity Provider
= Configure other Relying Parties
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