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Overview of MBN Canada

MBNCanada is a leader in performance measurement  that supports 
excellence in municipal service delivery. 

Mission: To enhance municipal service delivery through collaboration, 
networking and the implementation of performance measurement, 
benchmarking and other municipal continuous improvement programs 
and initiatives. 

http://mbncanada.ca

http://mbncanada.ca/
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The Challenge

• Aging application and on-premise infrastructure

• Manual and time-consuming processes, particularly the report 
generation

• Security management

• Access to the shared data warehouse
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Project Objectives

• Single portal and sign-on for communications, panel planning, 
collection of measures data, and reporting / visualizations

• Simple and easy for Program Office and municipal users

• Delegation of user setup and role assignment

• Eliminate manual work
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Portal Structure
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Onboarding
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MBNCanada Solution Architecture
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Data Dictionary

• Link available on portal and 
within input Excels

• All Services Areas can drill 
down to specific Measures

• Measure metadata

• Export to PDF and Excel to 
sort, filter
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Data Dictionary – Service Area
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Data Dictionary - Measure

• Individual Measure pages 
display Measure metadata

• Dynamic Links to Power BI 
report for each Measure
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Measure Analysis
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Municipal Landing Pages

• Municipal staff only see 
Service Area Excels they have 
access to

• Member Contact Info

• Municipal Leads manage the 
Security Matrix here for their 
municipality
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Data Input Overview

• Excel Template with all measures and formulas as approved by MBNCanada each 
year

• Year Rollover Process Automates Creation of Municipal Excels
• Upload into Security Trimmed Workspaces

• Specific Cells can be locked on Input Excels

• Audit Trail and Previous Year Lockdown Features
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Expert Panel Landing Page

• Panel members access
• Relevant Panel Documents

• Upcoming and Past Meeting 
Info and supporting documents

• Expert Panel Member Contact 
Info

• MBNCanada creates new 
meetings and supporting 
documents here
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Azure AD Versions

• Free

• Included with any commercial online service

• Office 365

• Office 365 E1, E3, E5, F1 and F3 subscriptions

• Security Defaults available in Free and Office 365

• Mobile App MFA for all users - no configuration

• Blocks legacy authentication protocols

• Azure AD P1

• Azure AD P2

Azure AD Multi-Factor Authentication versions and consumption plans - Microsoft Entra | Microsoft Learn

https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-licensing#available-versions-of-azure-ad-multi-factor-authentication


http://eum.co

Azure AD P1 vs. P2

Azure AD Premium P1

• Conditional Access 
• Multi-factor authentication
• Terms of Use

• Hybrid Identities

• Password protection (custom banned passwords)

• Advanced Security and Usage Reports

• Conditional Access based on group, location, and 
device status

• Azure Information Protection integration

• And Much More

Azure AD Premium P2

• Everything offered in P1

• Identity Protection

• Privileged Identity Management

• Access reviews

• Entitlement Management (Preview)

$7.70 / user / month $11.50 / user / month

https://azure.microsoft.com/en-us/pricing/details/active-directory/
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Types of Azure AD Users and Authentication

Member - Synced

• Synced from on 
premise Active 
Directory

• Authentication options
• Password hash 

synchronization (PHS)
• Pass-through 

authentication (PTA)
• Federation

Member – Cloud Only

• Account only exists in 
the cloud

• Authentication options
• Cloud password

• Federation

Guest

• Invited in
• Microsoft 365
• Azure guest invitation

• Authentication Options
• Their Microsoft 

organizational or 
personal credentials

• Google, Facebook
• Federation
• One time passcode

Azure AD Connect: User sign-in - Microsoft Entra | Microsoft Learn

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-user-signin
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Microsoft Keynote at RSA 2022

>900 Password attacks per second
2X last year

1 hour 42 
minutes

Median time for an attacker to access your private 
data if you fall victim to a phishing email

1 hour 12 
minutes

Median time for an attacker to being moving laterally 
within your corporate network if a device is 
compromised
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Microsoft at RSA 2020

> 1.2M Compromised accounts in January 2020

99.9% Compromised accounts did not have MFA

99% Password spray attacks used legacy authentication

> 97% Replay attacks used legacy authentication
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Base Conditional Access Recommendations

• Create an emergency account

• Create separate cloud-only admin accounts

• Minimize the number of policies to reduce the risk of leaving gaps in your policies

• Block legacy authentication protocols

• Apply policies to all apps

• Define at least three sets of user groups
• Admins
• General users
• External (guest) users

• Require MFA for all member users

• Define more restrictive policies for admins

• Block access from countries that you never expect a sign-in from
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MFA Scenarios

Admins

• Require MFA on every 
authentication

Members

• Rules can be more flexible

• Don’t need MFA on every 
authentication

• Every x days on the same 
device

• Additional rules
• Joined device
• Geography
• Identity Protection score
• Incorrect password

Guests

• Decide if MFA is required

• User experience and 
support cost to requiring it

• Doesn’t need to be all or 
nothing

• Sensitivity labels are a good 
way to control this
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• User Type Not Populated
• Users created before Aug 2014 when 

B2B first launched

• Mismatch Between Email and UPN
• Can cause confusion when signing in

• Missing Email
• Email is required for direct sign in 

without accepting the Microsoft 
invitation

• Unaccepted Invitations
• Invitations are no longer needed
• Users that were invited when it was 

required and didn’t accept can’t sign 
in

• Resending the invitation still requires 
them to use the invitation

• Deleting and re-inviting them allows 
them to sign in without the invitation

• Conflicting Microsoft Account
• Brings up work/school or personal 

account dialog
• Doesn’t always prompt
• Causes confusion

Azure AD B2B Health
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Power BI Data Harvester
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Azure AD Power BI Dashboard
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Azure AD B2B Resources

www.eum.co

https://www.extranetusermanager.com/resources/Azure-AD-B2B-Collaboration-Resources
https://github.com/extranet-user-manager/EUM_AzureADPowerBI

http://www.eum.co/
https://www.extranetusermanager.com/resources/Azure-AD-B2B-Collaboration-Resources
https://github.com/extranet-user-manager/EUM_AzureADPowerBI
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Additional Links

• Sector 2022 Conference Presentation: Azure AD and Microsoft 365 
Security Fundamentals | Extranet User Manager

• Azure B2B and Guest Management Best Practices | Extranet User 
Manager

• SecTor IT Security Conference 2021 - Secure and Scalable 
Development with Microsoft 365 and Azure AD | Extranet User 
Manager

https://www.extranetusermanager.com/resources/events/Sector-2022-Conference-Presentation
https://www.extranetusermanager.com/resources/events/webinar-2022-06-23-Azure-B2B-and-Guest-Management-Best-Practices
https://www.extranetusermanager.com/resources/events/sector-conference-2021

