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 President, Extranet User Manager
 Office Apps and Services Microsoft MVP

* peter.carson@extranetusermanager.com Microsoft
ost Valuable

Professional

 blog.petercarson.ca

« www.extranetusermanager.com
» Twitter @carsonpeter
* President Toronto SharePoint User Group
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Agenda

Introductions

Azure AD External Identities

Unstructured Sharing Experience through Teams, SharePoint Online & OneDrive

Structured Sharing through Azure Entitlement Management

Microsoft 365 with Extranet Documents and User Manager

Summary, Q&A and Closing

ExtranetUserManager http://eum.co



Microsoft Forms Poll

3. Which of the following do use today or are planning on using?

Not sure what this is Interested Investigating Actively using
SharePoint Link Sharing
OneDrive Request Files
Team's External Sharing
Azure AD B2B
Azure AD B2C

Azure Entitlement
Management

Extranet User Manager

https://bit.ly/3wGLD74
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https://bit.ly/3wGLD74

Azure AD External Identities Solutions

External user collaboration (B2B) Access to Consumer-facing Apps (B2C)

 Externally sharing in Microsoft 365, Teams * |IAM for SaaS and custom developed Apps

or your own applications excluding Microsoft first-party apps
 Collaboration with suppliers, partners, » Collaboration with consumers of your
vendors product
+ Users exist as Guest users in your directory * Users are managed in a separate Azure AD
directory

Learn more in our upcoming webinar: New Azure AD External Identities Features | Extranet User Manager

http://eum.co
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https://www.extranetusermanager.com/resources/events/webinar-2021-07-27-New-Azure-AD-External-Identities-Features

Azure AD External Identities (B2B)

Microsoft Azure O Search resources, services, and docs (G+/)

Home > Enwvision IT > External Identities

Al |OW O utSid e u Se rS a Ccess to a p ps s External Identities | External collaboration settings

Envision IT - Azure Active Directory

and resources e «

@ Get started

€ Email one-time passcode for guests has been moved to All Identity Providers. —*
& All identity providers

* “Bring their own identities” to sign |«

) XK Diagnose and solve problems . ~
I n Guest user access restrictions (0

Guest user access

Learn mare

self-service sign up R
O Guest users have the same access as members {most inclusive)

[E5] Custom user atiributes @ Guest users have limited access to properties and memberships of directory objects
. . .
® EXte r n a | l I S e r IS I d e n t I t rOV I d e r < All API connectors O Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)
y | ils User flows

Guest invite settings

manages their identity e

Linked subscriptions Learn more
Anyone in the organization can invite guest users including guests and non-admins (most inclusive)

Lifecycle management - ; - 5
v 9 @ Member users and users assigned to specific admin roles can invite guest users including guests with member permissions

* You manage access to apps within |- ... O o pe e o

Access reviews O No one in the organization can invite guest users including admins (most restrictive)

Azure AD protecting your

- Learn more
I MNew support requast  ves

resources ‘

Collaboration restrictions

@ Allow invitations to be sent to any domain (most inclusive)
O Deny invitations to the specified domains

O Allow invitations only to the specified domains (maost restrictive)

External Identities documentation | Microsoft Docs

ExtranetUserManager http://eum.co



https://docs.microsoft.com/en-us/azure/active-directory/external-identities/

Azure AD B2B and Microsoft 365

» Azure Active Directory Business to Business
 External users can access Microsoft 365 and any other system

. d th h AAD
=" Microsoft 365 , oo o

« Completely free for certain Microsoft 365 workloads for external
users

* SharePoint
 Teams

e Planner

o Office Online

« MAU billing model only applies to Azure AD Premium features
* First 50,000 MAU are free for Premium features
* Invite as many external users as you'd like

ExtranetUserManager http://eum.co



Single Sign-On with Azure AD B2B

* Not just for signing into Microsoft properties

« Azure AD is a full Open ID Connect identity provider

» Any client (application) that can federate with Open ID Connect and use Azure AD for SSO
 Also supports Oauth 2.0 and SAML 2.0

« Once a user is authenticated once to Azure AD, they don’t need to authenticate again for
other apps

» User can sign into their corporate SharePoint Online portal and authenticate, and then launch
a shared site or link as a guest and not have to re-authenticate

ExtranetUserManager http://eum.co



Azure AD B2B Onboarding Experiences

Existing Microsoft 365 No Azure AD Account m

* Logs in with their Azure « One time passcode * Federation with Google
AD credentials and Facebook accounts

 Emailed at sign-in now also supported

- Seamless experience . .
Si . . VLI LR el (I « Same seamless login
* Single sign-on if already

signed into Microsoft 365 * Low friction, no new experience as Microsoft
account to setup or 365
o /a.\c|_zg l\:\::;ks for Microsoft password to remember - Need to be an @gmail.com
 Validates at each sign in address for Google
that they still own the Federation

email address

ExtranetUserManager http://eum.co



Microsoft Azure L Search resources, services, and docs (G+/) o . pcarson@eumdemo.on... (i
ENVISION IT (EUMDEMO.ONMIC... P

Home > Envision IT >

& Users | All users (Preview) Documentation &f X
Envision IT - Azure Active Directory
« = Mew user —= MNew guest user D Bulk activities ~~ O Refresh u;.:' Reset password  [4' Multi-Factor Authentication i Delete user
& Al users (Preview) — -
5 ; T Bulk create o
ﬂ Deleted users M Search users — — iiters
T Bulk invite
Password reset Name _ User type Source
T Bulk delete
€5 User settings |:| Guest Invited user
<+ Download users
A Diagnose and solve problems |:| Guest TP
Activity I:' Guest External Azure Active Directory
(] (s Guest External Azure Active Direct
3 sign-ins iu) ues xternal Azure Active Directory

Audit logs

#= Bulk operation results

Troubleshooting + Support

& MNew support request

ExtranetUserManager http://eum.co




Updates to Azure AD External Identity Licensing

External identities now count as unique Monthly Active Users (MAU)
Billing model affects Azure AD B2B and B2C

Replaces 1:5 billing ratio

First 50,000 MAUs are free for both Premium P1 and Premium P2 features

Azure AD Free will remain free unless you need premium Azure AD features for guests

PREMIUM P1 PREMIUM P2
First 50,000 MAU 50/Monthly Active Users $0/Monthly Active Users
Maore than 50,000 MAU $0.00416/Monthly Active Users $0.020736/Monthly Active Users

"Features in public preview are subject to future pricing changes.

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identities-pricing
https://azure.microsoft.com/en-us/pricing/details/active-directory/external-identities/

ExtranetUserManager http://eum.co


https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identities-pricing
https://azure.microsoft.com/en-us/pricing/details/active-directory/external-identities/

Azure AD P1 vs. P2

Azure AD Premium P1 Azure AD Premium P2

 Multi-factor authentication with Conditional « Everything offered in P1
Access

» Hybrid Identities

« Password protection (custom banned
passwords)

|dentity Protection

Privileged Identity Management

Access reviews

« Advanced Security and Usage Reports Entitlement Management (Preview)

« Conditional Access based on group, location,
and device status

 Azure Information Protection integration
* And Much More

ExtranetUserManager http://eum.co


https://azure.microsoft.com/en-us/pricing/details/active-directory/

Unstructured Sharing with Microsoft 365

 External Sharing in Microsoft 365
strongly supports ad-hoc
collaboration

» Sharing documents with a few to a
few dozen external people

* Secure Link sharing to sites, libraries,
and documents
* Anyone with the link (Anonymous)
 People in your Organization
» People with existing access
* Specific people

ExtranetUserManager

Send Link

Job Descripti..ion PMM.docx

Anyone with this link can edit. >

kr‘lter a name or email address

Add a message (optional)

Link settings
Job Descripti..ion PMM.docx

Who would you like this link to work for?

>(@) Anyone with the link

People in Contoso with the link
People with existing access

'Cpf‘:' Specific people

Other settings
Allow editing

[Tl Set expiration date
£ Set password

Apply . Cancel

http://eum.co




Microsoft 365 External Sharing OOTB

1. Who will you be sharing with? Is there a 1. Any type of external user
member database to interface with?

2. Self-registration option or invitation only? 2. Invitation only
Who approves new registrations?

3. How will your external users authenticate? 3. Microsoft 365 / Azure AD, Microsoft Account,
One Time Passcode, Gmail, Facebook

4. What interactions are your external users 4. Any interactions
going to have?

5. What applications will be accessible? 5. Microsoft 365 only

ExtranetUserManager http://eum.co



Managing external sharing

Control WHO can share
to external users

* Everyone
» Only specific people
* No one

Control WHICH external users can be shared with
* Anyone
Only authenticated users

Only authenticated users except
specific domains

Only authenticated users in specific domains
No one

ExtranetUserManager

Control WHAT can be shared externally

* Anything

* Only specific sites

« Only files without sensitive content

Control HOW externally shareable links can be used

Default
Enabled, but not default
Mandatory expiration date

Block externally-shareable edit links
Disabled

http://eum.co



Three Places to Configure External Sharing

= |

PowerShell

Microsoft 365 Admin SharePoint Admin Site Collection Admin

ExtranetUserManager http://eum.co



« Co-authoring an RFP submission

 Sharing the Word document with the contributing
users stored in Sales SharePoint Online site

« Sending proposal update @ mentioning users in

Envision IT Sample

of Unstructure

Sharin

Teams

recent webinar from April 20 - Seq

rategy. Responsive desi
s-only Extranet, or an in| Send link

F[J_‘j Post in multiple channels

Ay | = =

D/ MNew conversation

B 7 U S| ¥V & M

E'V'EF‘J'SITE can reply

Paragraph
Acme RFP Due Friday at 3 PM

would like each of you to contribute.
* Peter to focus on budget
* Amanda to focus on case studies
* Maha to focus on project timeline

Peter, Amanda, Maha & Eric - | have been working on the Proposal for Acme Corp.docx over the weekend. I've added in comments where |

Proposal for ..me Corpdocx

People you specify can edit
e Peter Carson X

e Amanda Da Costa X
@ EricRiz X
@ Maha Elkoshairi X

&b

interactions such as like|

99 &=

I
=

ting should not be ano
able. Surveys are anoth
ft of the site. Even simpl|

hcluding our own websil
ranet User Manager, yo!
paded. This is one of the,
bper needs to consent tq
ich performs the integr]

ExtranetUserManager

e for all). With global br

from both hackers and
™ Sendacopy

* Eric to focus on proposed solution Message...
pg the requested docui
e can leverage them fro
""ﬁ Proposal for Acme Corp.docx %
People with existing access can use the link 365 SDLC Best Practices
registrants are sent an
[turn to this form so we
A A = ™ - Ings anonymously) and | @ @
y 2 R > 8 & B
Copy link Qutiook

er Manager.
Report Prepa

ionate about regular
ed with the client’s PI
an the project plan, i
ound changes in scof]
n IT. These meetings}
2ds.

Power BI for providi
2se visual reports are
4 where effort is bein,

f the engagement, Er|
1 findings and recom
olders, and typically
mmittee. A walkthro
llows for interactive
Il be incorporated int

ly. We do regular security
hd training, and often work with
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Shareable Links

Send Link

Sales Materia...s (22 items)

Enter a name or email address

Add a message (optional)

Copy Link Outlook

ExtranetUserManager

Link Settings X

Sales Materia...s (22 items)

Who would you like this link to work for? Learn more

@ Anyone with the link can view.
4’_‘—) Anyone v

People in Contoso

People with existing access
'(\1) Specific people

Other settings

D Allow editing

Set expiration date X

Apply Cancel

http://eum.co




Envision IT Sample
of Unstructured
Sharing

» Co-authoring an RFP submission

» Request Files through OneDrive for case study

files

Request files

T What files are you requesting?

Client Case 5tudy Documents

Recipients will see the above request name and can upload only.

ExtranetUserManager

Send file request

Here's the link people can use to upload files

https://envisionit-my.sharepoint.com/personal/lguest_...

Copy link

3 Anyone with the link can upload files

Or you can send it via email

Peter Scott X |-‘l.cc another

(i) Peter Scott is outside of your organization.

Message...

http://eum.co




Request Files

& OneDrive

for Business

 Ask colleagues and external guest users
to upload files to a folder

Send file request o
e Uploaders Can Only See thEir Own Here's the link people can use to upload files
CO ntent hitps/foontosol3 1a-my. sharepoint.com/f/g/persan Copy link
* Single link can be used for many
u ploaders Sl ekt
Add a message {optional]
B Microsoft

—

ExtranetUserManager

http://eum.co




Structured Sharing with Microsoft 365

» Typically hundreds to thousands of external users

- Represent many different groups of external users
* Projects
« Committees
» Customers
* Vendors
 Partners

* May be many different business owners
* Owners can be internal or external

http://eum.co
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Microsoft 365 Structured Sharing Options

Roll Your Own AAD Entitlement Management Extranet User Manager

* Build in the tool of your  Access packages define * Pre-built .NET Core 3
choice access to groups, sample portal
* Integrate through the g?ﬁillzceatlons, ) R * Fully brandable and

customizable

 EUM Admin portal for
creating and managing

* Some branding and users and groups
customization

Graph API
* Workflows define
onboarding process

* Licensed by the pool size
of external users

ExtranetUserManager http://eum.co



Azure Entitlement Management

Delegate to non-administrators the ability to create access packages

Access package is a bundle of resources a user needs access to
Can consist of: -
|§! Access package

* Membership of Azure AD security groups, Microsoft 365 Groups and

Teams
» Assignment of Azure AD applications
« SaaS and custom integrated apps supporting federation/SSO

« Membership of SharePoint Online sites
Policies define the rules for the access package =

Group resource role
App resource role

Site resource role

= Internal users paolicy

« Within each policy, admin defines:
» Users or organizations who can request access

» Approval process and who can approve/deny access
 Duration of users access

http://eum.co
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Microsoft Azure 0 Search resources, services, and docs (G+/)

Home > Identity Governance >

New access package

*Basics  Resource roles *Requests  Requestor information  * Lifecycle Review + Create

Access package
Create a collection of resources that users can request access to.

Name * T

Description * ©

Catalog* @ General

Learn more. & Create new catalog

Review + Create ‘ Next: Resource roles >

pcarson@envisionitdev.... (@
ENVISION IT DEV (ENVISIONITDE... @

ExtranetUserManager
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pcarson@envisionitde

Microsoft Azure AR Search resources, services, and docs (G+/)

Home > Identity Governance >

New access review
New to access reviews? Click here to learn more.

Review type  Reviews  Settings  Review + Create

Step 1: Select what to review

() Teams + Groups (O Applications
Review user membership to Review user assignment to
teams + groups applications

Step 2: Select which Teams + Groups

@ All Microsoft 365 groups with guest users
O Select teams + groups

Select group(s) to exclude %

Step 3: Select review scope

@ Guest users only
All users @

[
ENVISION IT DEV (ENVISIONITDE... ‘@

ExtranetUserManager
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Azure Information Protection

Used to classify and protect content

More granular permissions can be applied

» AIP uses Azure Rights Management to encrypt and protect the documents regardless of where
the document is

* Block download, edit, copy

* You could allow download, but for anyone to access the downloaded document they would still
need to have the AIP rights assigned to them

» Maintains control of the documents regardless of where they go
« Permissions can be revoked for documents regardless of where they are

Can be used with Conditional Access to determine policy
» Could require MFA before accessing sensitive documents or sites

Can also be applied to the sharing rules
« Don't allow sharing of content with certain sensitivity labels applied

Can be manually or automatically applied (AIP P1 or P2)

ExtranetUserManager http://eum.co



Extranet Documents and
User Manager Sharing




Envision IT Sample

of Structured
Sharing

 Sharing Project Updates on Client Project
 Client has Team and SharePoint site

* Invite users into Shared Documents library
 Access quotes, invoice, project updates, etc.

Activity

©

Chat

FYYy
w
Teams
Calendar

%

Calls

)

Files

»

Orchestry

Apps

Help

Teams

[all Client Template

General

Project One

8& Join or create a team

€3

Q Search

Project One Posts Files OneNote Planner +

) Peter Carson 10:21 a.m.
(s Added a new tab at the top of this channel. Here's a link.

- Project One

</ Reply
) Peter Carson 10:23 a.m.
(s Added a new tab at the top of this channel. Here's a link.

Client Template Project One

<’ Reply

& New conversation

* Envision IT Q — [} X

o Team C:N Meet e @

ExtranetUserManager

lvision i ExtranetUserManager

SharePoint P Search this site

Home Operations \/ Clients  Sales Products

Client Template &5 Private group

Microsoft

Marketing

Team

Home New V83 Page details Analytics

OneNote
Teams Notebook
) \ ty

OneNote
Planner

Shared Documents

Documents shared
e q with client
group is rea|

Private Documents Welcome to the Client Template
Giamanbisaataa g roup to share ideas,
Site contents ant dates. Start a
Internal

Recycle bin documents

Client Template +1
Edit Sent June 7, 2018

Development  Quick Links

Client access

¥ Not following

R 4 members

Published 5/31/2021 ¢ Edit ./

Client Template EUM
Groups

Client Template

Members  Pending Members

& Add User

Name Email

http://eum.co




External Sharing with EUM

« EUM provides user onboarding management for:

* First party Microsoft Applications such as SharePoint
Online

» Extranet Documents application
* Delegated administration

 EUM Group Members SPFx webpart enables group
owners to add/edit/remove group members from the
site
* Direct invite through webpart
* Private registration link invite

ExtranetUserManager

ACME Project EUM Groups
ACME Contractors

Members  Panding Members

A Add User | & Edit User

MName Email Phone
Logan Guest logan.guest@hot...
Logan Guest logan30@eum.co

http://eum.co




Extranet Documents

 Simplified, configurable Ul on Extranet Documents
top of SharePoint Online
+ Select a document set
« View, download, and manage posmentsee
documents rest O e Sample wizard
* Drag and drop upload A B

Filename 11 Status T| Title 1| Type Tl Locked T|
¢ CO nfl g u ra b | e lea rd Change Requests.docx Under Review Supporting Document 1
° 4 I I Closing Report.docx Under Review Supporting Document 2
Built on Angular
Communica tions Submitted Applicat
. . Plan.docx ubmitte pplication
* R tside of SharePoint
u n S o u SI e o a re o I n 0 of 3 rows selected Showing 1to 3 of 3 entries <« < 1 > » 10 Vv

Online in an Azure App Service,
but live connected to SharePoint

© Extranet Documents 2021 - Privacy - Terms of Use inquiry@extranetusermanager.com - http://www.eum.co

ExtranetUserManager http://eum.co



Extranet Documents Upload

« Drag and drop upload of additional
documents

« Simple configurable dialog to
provide the minimum required
metadata :

2.25KB

* Logic App no-code workflow to
enforce document naming and

location conventions
N

« Same named files can overwrite with
version history, or be renamed to
keep them unique (document-1.pdf
for example)

ExtranetUserManager

Document Type *

Select a document type

Select a document type

http://eum.co




Extranet Documents Download

E}_‘étranet Documents
+ Select one or more documents
for download

Extranet Documents Portal Config Value 2, Logan Guest

« Single documents are
immediately downloaded y—

Title Test 1
° Multiple selected documents Filename 1l Status 1] Title 11 Type 1) Downlead 1) Edit 1] Delete 1] ;Ti:p“on Draft
. Wizard
° Change . Supporting
Under Review True True False JSON
are ZI pped and then REprEERa Document 1 FileRef Jsites/Extranet-Documents-Dev/Shared

Documents/Test 1

down Ioad ed together Closing Under Review Supporting True True True Uplozd False

Report.docx Document 2

Communicatio 8 -
] Submitted Application True False False
ns Plan.docx
3 of 3 rows selected Showing 1 to 3 of 3 entries 1 0 v

© Extranet Documents 2021 - Privacy - Terms of Use inquiry@extranetusermanager.com - http://www.eum.co

ExtranetUserManager http://eum.co



Three Structured External Sharing Scenarios

Invitation Only Private Registration Public Registration

* Business owner knows who * Business owner knows * Anyone should be able to
to invite someone who knows who discover and register
) fin to Invite Tvoicallv linked §
Direct one of invitations . Private registration link )L/I%llci: v\)l,eI:;itz a:'o‘:n a
* Bulk import of external that is not easily guessed P Pag
users + Can be forwarded any * May or may not want
number of times approvals on registration
- May or may not want * May auto-approve based
approvals on registration on email domain

« May auto-approve based
on email domain

ExtranetUserManager http://eum.co



EUM Landing Application

E*tranetUseerIanager * Fully brandeable .NET Core
3.1 app

.+ SSO with Azure AD

Welcome to the Extranet User Manager Demo  Simplified sign-in /
registration on-boarding

The Extranet User Manager is an easy-to-use website application that contains a robust set of administrative and end-user features to enable collaboration

with your external users.

How it works?

Through this demo, you will have the opportunity to experience the functionalities of Extranet User Manager. In this demo, you will be able to explore:

Public Groups My Groups
Public Groups are groups that are available My Groups are all the groups that | belong
for every one to join. to.

© 2021 - EUM_Landing

ExtranetUserManager http://eum.co



EUM Groups

EUM Admin

@ Edit a group Save O . .
— » Define all the extended properties

€7 Dashboard

P of an Azure AD group

2, Users

Registration

o con  Drives the workflows in the Landing
Search Groups Avallable for Registration Q a p pl icatio n

Add New Group Registration URL https://login.eumdemo.com/Landing/groupinfo?roleld=269f03c3-74b0-4286-bc6a-b7| | & Copy ‘

Import Groups Site URL https:/leumdemo.sharepoint.com/sites/PublicGroupNoApproval

Communications

SharePoint Group Public Group - No Approval Visitors] I
@ Email Templates
8% Email Settings Logo Choose File |No file chosen

D}Logo preview...

Publicly Available
{fg} System Settings v Q

@ Domains Summary

[0) Source | (i A o W <>
QO Federation Clients

Office 365
il & 1+ <p>This is a Public Group that anyone can join.&nbsp; It does not require
e approval.&nbsp;</p>
elr
2
E Documentation
@ Product Info Support User Guide Dashboard @ 2021 Extranet User Manager - Version 5.0.7506.2

ExtranetUserManager http://eum.co




OntarioMD __?’ ]

HEADLINES
OntarigMD's Response te Ed Clark's Repert to the Minister of
Health and Lang-Term Care

Mermbe 33, 355

eMotifications Enabling Faster and Safer Follow-Up Treatment
e L 239

HRM has sent aver 10 millien reperts to physician EMRs!
Detalbel T 20%

WHATS EW

Upcoming Events

PRODUCTS & SERVICES

EMR Practice
Enhancement Program

Hespital Repart Manager
(HRM]

Ontario Association of
Children’s Aid Societies

"

Registration

nplete. This information will be par: of your OACA:

First Name * o Department +
LastName s | sin
Job Title =
Email *
Phone
Fax
Organization * - Organization Address ~

Organization City *
Grganization Postal +
Code

Organization Wabsite

scal P you would ke to receive (or are currently receiving

O In the News - Compilation of anline news media related to Child Welfare in Ontaria; distributed daily

(0 Let's Tall Learning - Child Welfare training announcements, coursa schedules and registration reminders; distributed every month

0 The Vaics - Information and events related to Child Welfara in Ontars

stributed monthly

0 @ne Vision One Voice - A community-led initiative. aimed at changing the child welfare system for Afican Canadians

fmnot a robot

©2020 75 Fron: Street

2 308, Toronto, ONMSE IV9  hitpiffs

VRxTherapy

Resources

Below are some of the videos, research abstracts and books that have informed our thinking and experiments.

Aresearch example
showing the promise of
VR helping an individual
with a SClisuffering
neuropathic pain

HowTo Videos Resources AboutUs Blog Partners ContactUs Reg

Overview of the promise
of VR helping to reduce
pain Dr. Brennan
Spiegel

Can Virtual Reality Help
Fight the Opioid Crisis?

https://www.vrxtherapy.org/

www.ontariomd.ca

ExtranetUserManager

https://oacas.sharepoint.com/
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http://www.ontariomd.ca/
https://www.vrxtherapy.org/
https://oacas.sharepoint.com/

Upcoming Webinars

%, &—, k

New Azure AD External Identities
Features
July 27, 2021
12 pm =1 pm EST

Register for all upcoming events at http://eum.co/resources/events

ExtranetUserManager http://eum.co


http://eum.co/resources/events

Want to join the Envision IT / Extranet User Manager Team?

 Currently hiring for Content Marketing Specialist role

 Careers | Envision IT for more details!

ExtranetUserManager http://eum.co


https://www.envisionit.com/careers

Thank you!

Questions?

ExtranetUserManager http://eum.co
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