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Agenda

Introductions

Azure Active Directory B2B Background

Licensing Updates

Self Service Sign Up

Terms of Use
Entitlement Management

Summary, Q&A and Closing
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Azure AD External Identities Solutions

External user collaboration (B2B) Access to Consumer-facing Apps (B2C)

 Externally sharing in Microsoft 365, Teams * |IAM for SaaS and custom developed Apps

or your own applications excluding Microsoft first-party apps
 Collaboration with suppliers, partners, » Collaboration with consumers of your
vendors product
+ Users exist as Guest users in your directory * Users are managed in a separate Azure AD
directory

http://eum.co
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Azure AD B2B and Microsoft 365

* Azure Active Directory Business to Business

« External users can access Microsoft 365 and any other system exposed through AAD

B® Microsoft 365

Completely free for certain Microsoft 365 workloads for external users

e SharePoint
e Teams
e Planner

o Office Online

» Others have specific external licensing
« Power BI

* Power Apps

* Invite as many external users as you'd like
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External Users in Microsoft 365

Microsoft Definition:

» “External Users means users that are not employees, onsite contractors or
onsite agents of Customer or its Affiliates.”
» Refer to Commercial Licensing Terms (microsoft.com)

* Internal employee users are not eligible
» Consider Microsoft 365 F1
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Single Sign-On with Azure AD B2B

* Not just for signing into Microsoft properties

« Azure AD is a full Open ID Connect identity provider
 Also supports OAuth 2.0 and SAML 2.0

* Any client (application) that can federate with these can use Azure AD for SSO

« Once a user is authenticated once to Azure AD, they don’t need to authenticate again for
other apps

» User can sign into their corporate SharePoint Online portal and authenticate, and then launch
a shared site or link as a guest and not have to re-authenticate
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Azure AD B2B Onboarding Experiences

Existing Microsoft 365 No Azure AD Account m

* Logs in with their Azure « One time passcode * Federation with Google
AD credentials and Facebook accounts

 Emailed at sign-in now also supported

- Seamless experience . .
Si . . VLI LR el (I « Same seamless login
* Single sign-on if already

signed into Microsoft 365 * Low friction, no new experience as Microsoft
account to setup or 365
o /a.\c|_zg l\:\::;ks for Microsoft password to remember - Need to be an @gmail.com
 Validates at each sign in address for Google
that they still own the Federation

email address
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Microsoft Azure L Search resources, services, and docs (G+/) o . pcarson@eumdemo.on... (i
ENVISION IT (EUMDEMO.ONMIC... P

Home > Envision IT >

& Users | All users (Preview) Documentation &f X
Envision IT - Azure Active Directory
« = Mew user —= MNew guest user D Bulk activities ~~ O Refresh u;.:' Reset password  [4' Multi-Factor Authentication i Delete user
& Al users (Preview) — -
5 ; T Bulk create o
ﬂ Deleted users M Search users — — iiters
T Bulk invite
Password reset Name _ User type Source
T Bulk delete
€5 User settings |:| Guest Invited user
<+ Download users
A Diagnose and solve problems |:| Guest TP
Activity I:' Guest External Azure Active Directory
(] (s Guest External Azure Active Direct
3 sign-ins iu) ues xternal Azure Active Directory

Audit logs

#= Bulk operation results

Troubleshooting + Support

& MNew support request
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Updates to Azure AD External Identity Licensing

* Only applies to Azure AD Premium features
* Free for all users if not using premium features
» Staff also need to be licensed for the same Premium features

* Price based on Monthly Active Users (MAU)
* Replaces 1:5 billing ratio

* First 50,000 MAUs are free for both Premium P1 and Premium P2 features

Premium P1 Premium P2
First 50,000 MAU $0/Monthly Active Users $0/Monthly Active Users
More than 50,000 MAU $0.00416/Monthly Active Users $0.020800/Monthly Active Users

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identities-pricing
https://azure.microsoft.com/en-us/pricing/details/active-directory/external-identities/
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Azure AD P1 vs. P2

Azure AD Premium P1 Azure AD Premium P2

* Conditional Access e Everything offered in P1
e Multi-factor authentication

* Terms of Use
* Hybrid Identities
« Password protection (custom banned passwords) * Access reviews
Entitlement Management (Preview)

|dentity Protection

Privileged Identity Management

« Advanced Security and Usage Reports

» Conditional Access based on group, location,
and device status

* Azure Information Protection integration
* And Much More

ExtranetUserManager http://eum.co
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Azure Information Protection

Used to classify and protect content

More granular permissions can be applied

» AIP uses Azure Rights Management to encrypt and protect the documents regardless of where
the document is

* Block download, edit, copy

* You could allow download, but for anyone to access the downloaded document they would still
need to have the AIP rights assigned to them

» Maintains control of the documents regardless of where they go
« Permissions can be revoked for documents regardless of where they are

Can be used with Conditional Access to determine policy
» Could require MFA before accessing sensitive documents or sites

Can also be applied to the sharing rules
« Don't allow sharing of content with certain sensitivity labels applied

Can be manually or automatically applied (AIP P1 or P2)

ExtranetUserManager http://eum.co



New External Identities
Features




Email One-Time Passcode Authentication

New way to authenticate Guest users without:
* Azure AD account
* Microsoft account
 Social provider - Google or Facebook

Temporary passcode is sent to email address

Passcode is entered to sign in

One-time passcode is valid for 30 minutes

Next user session will send a new passcode to the user

ExtranetUserManager http://eum.co



Email One-Time Passcode Authentication

Woodgrove o o User
User initiates sign in

) -0
nicole@firstupconsultants.com “
° = -© :

One-time passcode User retrieves code
Is sent to email from email

User returns code to Woodgrove

User gets access
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Demo

One Time Passcode
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Email One-Time Passcode Authentication

« Starting October 2021, the email one-time passcode feature will be turned on for all existing
tenants

* Will be enabled by default for new tenants
* Un-managed Azure AD accounts will no longer be supported
 Envision IT has been using for 1.5 yrs +

« Very positive experience versus the previous unmanaged account setup process

ExtranetUserManager http://eum.co



Azure AD External Identities (B2B)

Microsoft Azure O Search resources, services, and docs (G+/)

Home > Enwvision IT > External Identities

¢ Self—Se rViCe Sig n u p s External Identities | External collaboration settings

Envision IT - Azure Active Directory

 Custom attributes pom ] «

@ Get started

€ Email one-time passcode for guests has been moved to All Identity Providers. —*
& All identity providers

APl connectors

XK Diagnose and solve problems

Guest user access

Guest user access restrictions (O

.
e I I l I l | I l I l Self-service sign up Learn more )
¢ I e CyC a a g e e O Guest users have the same access as members (most inclusive)
B Custom user attributes @ Guest users have limited access to properties and memberships of directory objects
<} All API connectors O Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

 Terms of use

Guest invite settings
Subscriptions

Guest invite restrictions (D)

» Access reviews et

Anyone in the organization can invite guest users including guests and non-admins (most inclusive)
Lifecycle management - ; - 5
v 9 @ Member users and users assigned to specific admin roles can invite guest users including guests with member permissions

£ Terms of use O Only users assigned to specific admin roles can invite guest users

Access reviews O No one in the organization can invite guest users including admins (most restrictive)

Troubleshooting + Support Enable guest self-service sign up via user flows @

- Learn more
I MNew support requast ( ves m’l

\ v
Collaboraticn restrictions

@ Allow invitations to be sent to any domain (most inclusive)
O Deny invitations to the specified domains

O Allow invitations only to the specified domains (maost restrictive)

External Identities documentation | Microsoft Docs

ExtranetUserManager http://eum.co
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Demo

Self-Service Sign-Up

https://azureregistration.azurewebsites.net/
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ExtranetUserManager
Signin

someone@example.com

Can't access your account?

Welcome to the Extranet User Manager demo site.

File  Message Help  Acrobat

b
Envision IT

Account verification code

To access Envision IT's apps and resources, please use the code below for account verification. The code will only work for 30 minutes.

Account verification code;

29595249

If you didn't request a code, you can ignore this email.

- @ = Srey (& B 0 A)) [ Q\
) T ©repyal I3 &
. Delets ply Tags | Editing | Read | Translate Zoom
—> Forward o Aloud v
Delete Respond Teams Move Spesch | Language  Zoom | FindTime addin | addin | A
Your Envision IT account verification code
<«
Envision IT (via Microsoft) <acc y tionmicrosof | 2 RePly | O Repy Al | = Forvard
To ) demouser@eum.co Mon 2021-07-26 11:32 PM

ExtranetUserManager

Create account

ExtranetUserManager

E Sign up with email

‘ll

[ Sign up with Microsoft

G Sign up with Google

Back

B® Microsoft
demouser@eum.co

Review permissions

Envision IT
eumdemo.onmicrosoft.com

This resource is not shared by Microsoft.

The organization Envision IT would like to:
\/ Signyouin

v Read your name, email address, and photo

You should only accept if you trust Envision IT. By accepting, you
allow this organization to access and process your data to create,
control, and administer an account according to their policies.
Envision IT has not provided links to their terms for you to
w. Envision IT may log information about your access. You
canlremove these permissions at https://myapps.microsoft.com

Cance' -

ExtranetUserManager

<« demouser@eum.co

Enter code

l We just sent a code to demouser@eum.co

Enter code

ExtranetUserManager

Add more details
You can use this email to sign in next time.

demouser@eum.co

First Name

Last Name

Street Address

City

State/Province

Postal Code

Country v

Cancel

B® Microsoft
demouser@eum.co

Permissions requested

Azure Registrations App

This lication is not |

d by Microsoft.

This app would like to:

v/ View your basic profile

v Maintain access to data you have given it access to
Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

http://eum.co




Self-Service User Sign-Up - Attributes

« Choose what user information you require to provide access to
Application

 Both built-in and custom attributes

* Steps to configure
 Define any custom attributes
 Assign the attributes to a user flow
» Define the page layout
» Define any additional languages

ExtranetUserManager http://eum.co



Define the Attributes

Microsoft Azure P Search resources, services, and docs (G+/)

Home > External ldentities

Envision IT - Azure Active Directory

O Get started
& All identity providers
@35 External collaboration settings

X Diagnose and solve problems

Self-service sign up

[&] Custom user attributes
€ All AP connectors

igs User flows

Subscriptions
Linked subscriptions
Lifecycle management

& Terms of use

Access reviews

‘,O Search (Ctrl+/) | «

-

Add & Got feedback?

Name
City
Country/Region
Display Name
Given Name
Job Title
Postal Code
State/Province
Street Address
Supplier Number

Surname

External Identities | Custom user attributes

Data Type
String
String
String
String
String
String
String
String
String

String

Description

The city in which the user is located.

The country/region in which the user is l...

Display Mame of the User.,

The user's given name (also known as fir...

The user's job title.
The postal code of the user's addrass.

The state or province in user's address.

The street address where the user is loca...

Custom Supplier code

The user's surname (also known as famil...

Attribute type
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Custom

Built-in

Add an attribute

Mame (@

| Shoesize

Data Type @

| String

Description @

The hser's shoe size

ExtranetUserManager
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Assign the Attributes to a User Flow

pcarson@eumdemo.on... (i

i Search resources, services, and docs (G+
Microsoft Azure L (G+/) ENVISION IT (EUMDEMO.ONMIC... &P

Home > Envision IT > External Identities > B2X_1_eumdemo-sign-up

B2X_1_eumdemo-sign-up | User attributes

Sign up and sign in

sa Overview

Use
State/Province

Applications
@3 PP Street Address

Supplier Number

Settings Name
8 Identity providers City
[#=] User attributes Country/Region
€ API connectors D Display Name
. /| Email Address

Customize

Given Name
EE Page layouts

4 JobTitle
@ Languages =

Postal Code

Surname

|,O Search (Ctrl+/) | « H Save >< Discard  d= Manage user attributes

Data Type
String
String
String
String
String
String
String
String
String
String

String

P Got feedback?

Description

The city in which the user is located.

The country/region in which the user is loc...

Display Name of the User.

Email address of the user.

The user's given name (also known as first ...

The user's job title.
The postal code of the user’s address.

The state or province in user's address.

The street address where the user is located.

Custom Supplier code

The user's surname (also known as family n...

User attributes are values collected on sign up. You can create custom attributes for use in your directory. Learn more about user attributes.

Attribute type
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Custom

Built-in

ExtranetUserManager
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Define the Page Layout

pcarson@eumdemo.on... (i
ENVISION IT (EUMDEMO.ONMIC...

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Envision IT > External Identities > B2X_1_eumdemo-sign-up

B2X_1_eumdemo-sign-up | Page layouts - X
Sign up and sign in
\p Search (Ctrl+/) | @ H Save >< Discard
sl Overview 0 Got a second? We would love your feedback on customizing user flows —
Settings -
8 Identity providers Select the layout of the form users who are signing up are shown. This form consists of the attributes you choose to collect in this user flow, and

you can choose the order of how they are displayed and how users provide input. Learn more about customizing your page.
[2=] User attributes
Attribute collection page
< API connectors B
T Move up \L Move down T Movetotop + Move to bottom

Customize Name Optional User input type Label

& Pagelayouts Email Address Yes Email Address

@ languages )
Given Name No TextBox First Name

Use Surname No TextBox Last Name

8 Applications Job Title Yes TextBox Job Title
Street Address Yes TextBox Street Address
City Yes TextBox City
State/Province Yes TextBox State/Province
Postal Code Yes TextBox Postal Code
Country/Region Yes DropdownSingleSelect Country

https://portal.azure.com/# :

ExtranetUserManager http://eum.co




Custom Approval Workflows

» API connectors allow you to integrate custom approval workflows into the self-service sign up

Microsoft Azure £ Search resources, services, and docs (G+/) 3 o & 7?7 o pearson@eumdemo.on...
. . - ENVISION IT (EUMDEMO.ONMIC...
. M |Cr050ft Home » Envision IT > External Identities > B2X_1_eumdemo-sign-up

&s B2X_1_eumdemo-sign-up | APl connectors X
Sign up and sign in

Your account is now waiting for approval. You'll be
notified when your request has been approved. (Sl save X Discard <% Manage APl connectors

Choose which, if any, APl connector to invoke at a specific step during the authentication flow. Learn mare

After federating with an identity provider | Mot selected ~ |
during sign-up

Done

Before creating the user | Before Creating User ~ |

Add custom approvals to self-service sign-up flows - Azure AD | Microsoft Docs

ExtranetUserManager http://eum.co
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Custom Approval Workflows

Configure an API connector X

* Preferred approach to building a full B swe X oicars [ remore
custom API is to use Logic Apps

Configure an API connector. You can use APl connectors within a user flow to send a request
to a web APl and customize the user experience. Learn more

* Use Azure APl Management in front (koo 9
of Logic App to handle the security

e Basic auth or certificate

Endpoint URL* (O

| https://approvalscontoso.azurewebsites.net/api/checkApprovalStatus N ‘

oo N o e e e _I
@ Basic

Home > Envision IT > External Identities > B2X_1_eumdemo-sign-up

Certificate (Previe .
O certfcate (Preview) & B2X_1_eumdemo-sign-up | APl connectors - X

¥ Sign up and sign in

Username * () | <username>
© [ search (ctrl+/) | « [ save X Discard < Manage API connectors
~ 1 =
* i Overview
Password © “pa ssword> Choose which, if any, API connector to invoke at a specific step during the authentication flow.

. Learn more
Settings
£ Identity providers Aftgv fec!eraung with an identity provider ‘ Not selected v ‘
during sign-up
[E=] User attributes
Before creating the user [ Not selected v

> API connectors

Customize

B Page layouts
@ languages
Use

€3 Applications

Add custom approvals to self-service sign-up flows - Azure AD | Microsoft Docs

ExtranetUserManager http://eum.co
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Demo

Terms of Use

https://azureregistration.azurewebsites.net/
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External Identities Terms of Use

ExtranetUserManager

Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > Envision IT > External Identities >

Envision IT Terms of Use

New terms of use

In order to access Envision IT resource(s), you must read the Terms of Use. Terms of use

Create and upload documents

EUM Demo Terms of Use Name* ©

Display name = (O | Example: ‘Contoso Terms of Use' |

| Example: "All users terms of use’ |

. . f d @ load re: d PD lect default | e
Please click Accept to confirm that you have read and understood the terms of use. Terms ef use cocument [vpload requived ror ||  seectdfautinguage v |

+ Add language
Decline Accept Require users to expand the terms of use I: On 'l

Require users to consent on every device (_ On .I

Expire consents (D |: on .I
Duration before re-acceptance required | Example: '90°
tdays) @

* Also need to define a conditional access
policy to enforce the Terms of Use

Conditional access

Enforce with conditional access policy Policy templates ~
templates * @

Create

ExtranetUserManager http://eum.co




Azure Entitlement Management

Delegate to non-administrators the ability to create access packages

Access package is a bundle of resources a user needs access to
Can consist of: -
|§! Access package

* Membership of Azure AD security groups, Microsoft 365 Groups and

Teams
» Assignment of Azure AD applications
« SaaS and custom integrated apps supporting federation/SSO

« Membership of SharePoint Online sites
Policies define the rules for the access package =

Group resource role
App resource role

Site resource role

= Internal users paolicy

« Within each policy, admin defines:
» Users or organizations who can request access

» Approval process and who can approve/deny access
 Duration of users access

http://eum.co
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Microsoft Azure 0 Search resources, services, and docs (G+/)

Home > Identity Governance >

New access package

*Basics  Resource roles *Requests  Requestor information  * Lifecycle Review + Create

Access package
Create a collection of resources that users can request access to.

Name * T

Description * ©

Catalog* @ General

Learn more. & Create new catalog

Review + Create ‘ Next: Resource roles >

pcarson@envisionitdev.... (@
ENVISION IT DEV (ENVISIONITDE... @

ExtranetUserManager
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pcarson@envisionitde

Microsoft Azure AR Search resources, services, and docs (G+/)

Home > Identity Governance >

New access review
New to access reviews? Click here to learn more.

Review type  Reviews  Settings  Review + Create

Step 1: Select what to review

() Teams + Groups (O Applications
Review user membership to Review user assignment to
teams + groups applications

Step 2: Select which Teams + Groups

@ All Microsoft 365 groups with guest users
O Select teams + groups

Select group(s) to exclude %

Step 3: Select review scope

@ Guest users only
All users @

[
ENVISION IT DEV (ENVISIONITDE... ‘@

ExtranetUserManager
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User Flows with SharePoint or Teams

=. Microsoft | Docs Documentation Learn Q&A  Code Samples £ Search Sign in
Azure Product documentation v  Architecture ~  Learn Azure ~ Develop ~  Resources v
Azure / Active Directory @ Save [ Feedback & Edit & Share

% Filter by title Self_service Sign_up Is this page

usHuues helpfu|7
03/02/2021 « 2 minutes to read - (N €

Self-service sign-up user <% Yes 47 No

flows When sharing an application with external users, you might not always know in advance

Self-service sign-up API who will need access to the application. As an alternative to sending invitatiods directly to In this article
connectors individuals, you can allow external users to sign up for specific applications themselves by User flow for self-
Azure AD entitlement enabling self-service sign-up. You can create a personalized sign-up experience by service sign-up
management customizing the self-service sign-up user flow. For example, you can provide options to Example of self-

service sign-up

Current limitations sign up with Azure AD or social identity providers and collect information about the user Next steps

during the sign-up process.

v How-to guides
> Set up B2B collaboration

> Invite guest users

RN D ROUPS R S D,

You can associate user flows anization. User flows can't be

E. Download PDF s, like SharePoint or Teams.

Self-service sign-up for External Identities - Azure AD | Microsoft Docs

ExtranetUserManager http://eum.co



https://docs.microsoft.com/en-us/azure/active-directory/external-identities/self-service-sign-up-overview

Custom Portal Page to Access Package

https://azureregistration.azurewebsites.net/ £ Searchpacages 0

Z AcCcess iﬁ(](’\(l?< e A” ><
Request access

Access packages

EUM Access Package - Public Group

We I C 0 m e R, Approvals with Approval
SS reviews

EUM Access Package
.
LI n ks Name Description

EUM Access Package - Public Group with Approval EUM Access Package

Public Group with Approval Request for specific period?
EUM Access Package This access package does not have any resour rces (@ ) No

m e

Business justification

* Azure App Service
* Registered as an Azure AD Application
e Associated with the External Identity User Flow

ExtranetUserManager http://eum.co
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Demo

Entitlement Package

https://azureregistration.azurewebsites.net/

ExtranetUserManager
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Microsoft Forms Poll

3. Which of the following do use today or are planning on using?

Not sure what this is Interested Investigating Actively using
SharePoint Link Sharing
OneDrive Request Files
Team's External Sharing
Azure AD B2B
Azure AD B2C

Azure Entitlement
Management

Extranet User Manager

https://bit.ly/2ULk2VD

ExtranetUserManager http://eum.co
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Upcoming Webinars

Taking a break for August and Early September... You should too!

%
;¥4

Stay tuned for upcoming events at http://eum.co/resources/events

ExtranetUserManager http://eum.co


http://eum.co/resources/events

Want to join the Envision IT / Extranet User Manager Team?

 Currently hiring for Content Marketing Specialist role

 Careers | Envision IT for more details!

ExtranetUserManager http://eum.co


https://www.envisionit.com/careers

Thank you!

Questions?

ExtranetUserManager http://eum.co
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