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Teams Meeting Etiquette

e This is a regular Teams meeting.

Chat is open throughout the webinar.

Feel free to ask questions or make comments through chat at any time.

Please stay on mute. If you’d like to join the conversation, please ask on chatand
wait for an invitation.

* Welcome, enjoy, and learn!
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Peter Carson

President, Extranet User Manager

Office Apps and Services Microsoft MVP

Microsoft’
Most Valuable

President Toronto SharePoint User Group [

Contact & Social:
e peter.carson@extranetusermanager.com
e blog.petercarson.ca
e www.extranetusermanager.com
e twitter.com/carsonpeter
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Azure AD B2B Overview

Azure Active Directory Business to Business

External (Guest) users can access Microsoft 365 and any other system
exposed through AAD

No cost for guest usersin Azure AD

Completely free for certain Microsoft 365 workloads for external users
* SharePoint
* Teams
* Planner

* Office Online (Word, Excel, PowerPoint)

Others have specific external licensing

e Power Platform
e Power Bl

*  Power Apps

Invite as many external users as you’d like

ExtranetUserManager
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External Users in Microsoft 365

Microsoft Definition:

 “External Users means users that are not employees, onsite contractors or onsite
agents of Customer or its Affiliates.”
e Referto Commercial Licensing Terms (microsoft.com)

e Typically includes subsidiary and franchisee staff

* Internal employee users are not eligible
e Consider Microsoft 365 F1
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https://www.microsoft.com/licensing/terms/product/Glossary/all
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Single Sign-On with Azure AD B2B

* No password management for guests
* Not just for signing into Microsoft properties

e Azure ADis a full Open ID Connect identity provider
e Also supports OAuth 2.0 and SAML 2.0

* Any client (application) that can federate with these can use Azure AD for SSO

* Once a user is authenticated once to Azure AD, they don’t need to authenticate
again for other apps

e User can sign into their corporate SharePoint Online portal and authenticate, and
then launch a shared site or link as a guest and not have to re-authenticate
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Guest Sign-In Experience

= b

E)uirr':ctg lve Microsoft Email One-Time Google Facebook SAML/WS-Fed
ry Account Passcode 1dp

- : * Directfederation
* User existsin an Social accounts Non-licensed or E}ereg’échejeratlon to Facebook * Guest user is
ExtgrnaI'Azure including non-recognized Works for redirected to their
Active Dlrecthy Outlook, social identity @gmail.com Idp to sign in
Seamless login Hotmail, etc. 8 digit passcode aciountls If SSO isenabledin

with .. sent to inbox each Idp, user will
organizational ol e TGS

credentials after initial signin

|dentity Providers in Azure B2B | Extranet User Manager
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https://www.extranetusermanager.com/resources/articles/configuring-IDproviders-in-azureb2b

Azure AD Premium P1 vs. P2

Azure AD PremiumP1 Azure AD Premium P2

* Multi-factorauthentication with Conditional Access e Everything offered in P1

* Hybrid Identities * Identity Protection

* Password protection (custom banned passwords) * Privileged Identity Management

» Advanced Security and Usage Reports e Access reviews

* Conditional Access based on group, location, and e Entitlement Management (Preview)

device status
e S9 USD user/month for staff

e Azure Information Protection integration
* And Much More

e S6 USD user/month for staff
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https://azure.microsoft.com/en-us/pricing/details/active-directory/

Azure AD External ldentity Licensing

* Only appliesto Azure AD Premium features
e Free for all users if not using premium features
e Staff also need to be licensed for the same Premium features

* Price based on Monthly Active Users (MAU)
* Replaces 1:5 billing ratio

* First50,000 MAUs are free for both Premium P1 and Premium P2 features

Premium P1 Premium P2
First 50,000 MAU $0/Monthly Active Users $0/Monthly Active Users
More than 50,000 MAU $0.0041 6/Monthly Active Users $0.020800;’M0nthly Active Users

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identities-pricing
https://azure.microsoft.com/en-us/pricing/details/active-directory/external-identities/
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Azure Portal B2B Links

Company Branding External Collaboration Settings Monitoring

* Access, invite, and collaboration * Sign-In Logs
|dentity Providers restrictions e Audit Logs
* Microsoft * Diagnostic Logs

* One-Time Passcode Self-Service Sign Up

e User Attributes

* Google Cross Tenant Settings
* AP| Connectors ,

* Facebook  B2B Collaboration
e U Fl

* Custom SAML / WS-Federation SEL OV e B2B Direct Connect

* Trust Settings

Lifecycle Management
Security Y &

e Terms of Use

* Conditional Access

* Access Reviews

e Terms of Use

Configuring Azure AD B2B for External Users | Extranet User Manager
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Microsoft Azure

pmb - Azure Active Directory

ch (Ctrl+/)

65 Overview

EX Cross-tenant access settings
£ Allidentity providers

€53 External collaboration settings

K Diagnose and solve problems

Self-service sign up
&:] Custom user attributes
s All APl connectors
User flows
Subscriptions
Linked subscriptions
Lifecycle management
& Terms of use

B Access reviews

Troubleshooting + Support

B New support request

Home > x3pmb External |dentities

|dentity Providers

£ Search resources, services, and docs (G+/)

External Identities | All identity providers

{ Google -+ Facebook -+ SAML/WS-Fed IdP A7 Got feedback?

Configured identity providers

Name
Azure Active Directory
Microsoft Account

Email one-time passcode

SAML/WS-Fed identity providers

Search

Display name Configuration

You have not added a SAML/WS-Fed identity provider

Domains

Configure identity provider

@ Users who don't already have an Azure AD or Microsaft account can sign in without
having tc create an account. Each time the user signs in to your directory, they recsive a
passcode via email for authentication. You can also enable self-service sign-up with
emall one-time passcade far specific apps in your user flows.

Email one-time passcade for guests
(®) Automatically enable email one-time passcode for guests starting July 2022
Enable email one-time passcode for guests effective now.

_) Disable email one-time passcode for guests

=y

tranetUserManager




External Collaboration Settings

" < ~ Iguest@x3pmb.onmicro... @
Microsoft Azure (ORI £ search resources, services, and docs (G+/) ® s 0 B avmadilasdbdatin

Home > x3pmb > External Id

tities

33 External Identities | External collaboration settings X

@ Active Direct

@ Email one-time passcode f

has been moved to All Identity Providers, —

K3 Cross-tenant access settings

ntity providers
Guest user access

&

€3 External collaboration settings
Guest user access restrictions

~

Diagnose and solve problems

n more

() Guest users have the same access as members {most inclusive)
Self-service sign up —

®) Guest users have limited access to propert

< and memberships of director

& Custom user attributes P
(O Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)
3+ All API connectors

ioa User flows Guest invite settings

Subscriptions restrictions (

Linked subscriptions
®) Anyone in the organization can invite guest users including guests and non-admins (most inc

ive)

Lifecycle management 7) Member users and users assigned to specific admin roles can invite uest users including guests with member permissions

- () Only users assigned to specific admin roles can invite guest users

erms of use

(O No one in the organization can invite guest users including admins (most restrictive)
B Access reviews

Enable guest self-service sign up via user flows @
Troubleshooting + Support

eam more

B New support request [P - )

Collaboration restrictions

®) Allow invitations to be sent to any domain (most inclusive)

(O Deny invitations to the specified domains

nost restrictive)

(O Allow invitations only to the specified domains

ExtranetUserManager




Azure AD Company Branding

Edit company branding

° °

ExtranetUserManager
= Sign in
ExtranetUserManager
one
Advanced setings
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Security

Terms of Use

Home > x3pmb > Security > Conditio

New terms of use

Terms of use

Create and uplead documents

nal Access

templates * (@)

Name * (] e
Terms of use document elect ul v Display name
e users to expand the terms of use

o s to consent on every device
Expire cansents

uration before re-acceptance required
(d i
Conditional access
Enforce with conditional access policy Folicy v

Conditional Access

Iguest@apmb.onmi

@ upgmj!- ERSERSSSSESESS

MB DCIPMEONMICROSO!

Home > x3pmb > Security > Conditional Acces

= Conditional Access | Policies

S whatif | & Got feedback?

policy from template [Prex

Policies What Is Conditional Access?

@ Insights and reporting Conditional Access gives you the ability ta enforce access requirements when specific canditions occur. Let's take a few examples

K Diagnose and solve proble; Conditions Controls

When any user is outsidle the company network T)

e required to sign in with multfactor authentication
Manage

hen users in the "Managers® group sign-i re required be on an Intune compliant or domain-joined device

3 Named locations

ta leam m

Get started

ustom contrals (Previs

& Terms of

VEN cor

tication context (Preview) I

B Classic policies
Manitering

D signeinlogs

& Auditiags
roublesheoating + Suppert

B Virtual as:

nt (Preview)

& New support request

E




Cross Tenant Settings

rosoft Azure

Home

wision T Dev - Az

0O Search (Ctrl+/
NE Overview
BB Cross-tenant access settings
& Allidentity providers
8 External collaboration settings

X Diagnose and solve problems

Self-service sign up

2: Custom user

< AllaRI

snnectors

User flows

Subscriptions

Linked subscriptions
Lifecycle management
& Terms of use
B Access reviews
Troublesheoting + Support

B New support request

£ Search resources, services, and docs (G+/)

ision IT Dev > External Identities

1 External Identities | Cross-tenant access settings
E

A7 Got feedback?

Organizational settings ~ Default settings  Microsoft cloud settings (Preview)

—+ Add organization () Refresh @3 Columns

Use cross-tenant access settings to manage collaboration with ext

Azure AD orgar

Organiz
Leam more

Search main name or tenant ID

1 organization found

Name Inbound access

Envision IT

ons. Far non-Azure AD organizations, use collabx

nal settings are cross-tenant access settings you've configured for specific Azure AD organizations. Any Azure AD organizations not listed here will use the default settings

Outbound access

Configured

ollaboration restrictions

n settings. Edit or

Remoave
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Lifecycle Management

Microsoft Azure £ Search resources, services, and docs (G+/)

Ho External Identities

& External Identities | Access reviews X
Envision IT Dex i Diractory

+ New access review Columns () Refresh A&7 Got feedback?

B Overview

B Cross-tenant access settings
~
2 Al identity providers
@3 External collaboration settings
Name T4 Resource Status T4 Warning Created On N
K Diagnose and sclve problems

Grou Active
Self-service sign up TPTestln
3 Group Active
i Custom user attributes TPTestd
<+ All APl connec TPTests Group Active
TPTestd
2. User flows -
Plest? Group Active
TPTest?
Subscriptions
TPTest6 Group Active
Linked subscriptions TPTest6
TPTests Group Active 5/25/2021
fecycle management TPTests ) h
[ Terms of use TPTestd Group Active
TPTestd
B Access reviews TPTest3 Gro Active
TPTest3
Troubleshooting + Support
S TPTest2 Group Active [ —
& New support request TPTest2
test external collab36 Group Active A\ No access to review 9/19/2021

test external collab36

sad more
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Monitoring

Microsoft Azure £ Search resources, services, and docs (G+/) pcarson@envisionitd

ENVISION IT DEV (ENVISIONITDE

Home

3 Envision IT Dev | Sign-in logs = x

£33 Export Data Settings XK Troubleshoot ) Refresh == Columns Got feedback?

B App registrations %

&) Identity Governance @ Want to switch back

e defoul ins experience?

B! Application proxy = = s
Date :Last24 hours )  Show dates as : Local t Add filters

B8 Custom security atuributes

Preview) User sign-ins (interactive)  User sign-ins (non-interactive Service principal sign-ins Managed identity sign-ins

@ Licer
Date 4 RequestID ™ User L Application Status IP address ™y Location [« Access A re...
$ Azure AD Connect
6/22/2022, 1000:19 PM  cdaBcedf-d964-4129-.. Peter Carson Envision .. Azure Portal Success 99.249.84.199 London, Ontario, A Not Applied Single-factor authent
§/ Custom domain names
6/22/2022, 60757 PM  13d66082-392d-4827-... Peter Carson Envision .. eum-v6-dev-5 Failure 992338227 Mississauga, Ontario, ... Not Applied Single-factor authent
@ Mobility (MDM and MAM)
06:41 PM 2-7701-4ed8- Envision Microsoft Azure CLI Mississauga, Ontario, Not Applied Single-factor authent
Password reset N
6/22/2022, 5:59:55 PM 1deda72e-f86f-41de- Peter Carson E Microsoft Azure CLI Success Mississauga, Ontario, Not Applied Single-factor authent
Il Company brand
€1bSc2a0-f69f-41 Peter Carson Envision .. Microsoft Azure CLI Success Mississauga, Ontario, .. Not Applied Single-factor authent
& User settings
6/22/2022, 5:56:15 PM  61920463-a79¢-4 Peter Carson Envision ... Microsoft Azure CLI Success ssauga, Ontario, ... Not Appli Single-factor authe
Properties
os 6/22/2022, 55508 PM  1293811a-e1d7-4e01-... Peter Carson Envision ... Microsoft A | Success Mississauga, Ontario, >t Applied Single-factor authe:
ecurity
5:53:57 PM 62330-eb71-4ef8-... Peter Carson Envision .. Microsoft Azure CLI Success Mississauga, Ontario, .. Not Applied Single-factor authent
Monitoring
6/22/2022, 5:50:54 PM  aebbedfe-45a9-4a15-. Peter Carson Envision Microsoft Azure CLI Success 99.233.8.227 Mississauga, Ontario, Not Applied Single-factor authent
D Ssign-in logs
6/22/2022, 54939 PM  f6e75d73-a5ea-40b7-... Peter Carson Microsoft Azure CLI Success Mississauga, Ontario, .. Not Applied Single-factor authe:
6/22/2022,5:4820 PM  6b364d3f-ace5-496d-... Peter Carson Envision ... Microsoft Azure CLI Success Mississauga, Ontario, ... Not Applied Single-factor authent
& Provisioning logs
6/22/2022, 54725 PM  6045041b-96¢f-42e6-... Peter Ca jon ... Microsoft Azure CLI Success 99.2338.227 Mississauga, Ontario, t Applied Single-factor auth
#® Log Analytics
36b53bfa-0371-4e0d-... Peter Carson Envision ... Microsoft Azure CLI Success Mississauga, Ontario, ... Not Applied Single-factor authent
& Diagn )
dad39363-b4aa-4aa8- John P White al Studio Code Success 206.210.120.182 Puslinch, Ontario, CA Not Applied Single-factor authent;
@ Workbooks
3af42718-135d-4634-... Peter Carson Success 24.22667.13 Oakville, Ontario, A Not Applied Single-factor authent
age & insights
6/22/2022, 343:34 PM  ded2665e-2f78-4581 Peter Carson Envision eum-vé-dev-7-portal Success 174.93.50.229 Brampton, Ontario, CA  Not Applied Single-factor authent
&4 Bulk operation results (Pr
6/22/2022, 33544 PM  3f6ce09a-6898-4987-... Peter Carson Envision ... SharePoint Online Clie... Success Brampton, Ontario, CA Single-factor auth
Troubleshooting + Support 6/22/2022,3:3341PM  f47f73e4-das Peter Carson Envision ... Office365 Shell WCSS Brampton, Ontario, CA  Not Appli Single-factor authent
& Virtual assistant (Preview) 6/22/2022, 3:33:31 PM ee-cad1-473a- Peter Carson Envision SharePoint Online We. Brampton, Ontario, CA  Not Applied Single-factor authent
& New support request Peter Carson Envision .. SharePoint Online Clie... Success 702622176 Brampton, Ontario, CA  Not Applied Single-factor authent

E




Guest Management Best Practices

* Every tenant should really have Azure AD P1 for all their members

* If not, license at least one, and you get P1 for up to 50,000 monthly active external users for free
e Gets you sign in activity tracking and conditional access policies

 Turnon One Time Passcodeif not already

e Apply company branding

* Determineif there should be a Terms of Use

e Setup logging and auditing

* Define sensitivity of content being shared

* Determine MFA requirements and conditional access policies for guests

* Determineif trust settings should be configured for key partners

ExtranetUserManager



Power Bl Azure
AD Permissions

Harvester tool

il Report Details: EUM Admin Power Bl

Groups and Members
06-Jun-22

* Opensource solution 24 7

e Providesinsight into groups and
users within Azure AD

* Shipsauditlogs totable storage
e Groupsand Users

Sign-Ins

Sign-In Failures

Group & User Details

User Issues

[
- s s 3 H 3
| mg 3 g
5 =
] £ o
o ® 7

e Solution components include:
e Harvester Console Application
* Azure Storage Account
e PowerBIl Dashboardtemplate
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Power Bl Data Harvester

S
—
L |
Azure Storage Account

> - P

Azure Active Directory Power Bl
Azure Blob Storage

i

Data Harverster .NET Console App Azure Table Storage
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Common B2B Issues

User Type Not Populated

Mismatch Between Email and
UPN

Missing Email

Unaccepted Invitations

Conflicting Microsoft Account

eTenant may pre-date the release of Azure B2B

e|f user typeis not populated and you use conditional access policies, they willnot be properly applied to these
users

*When email address does not match User Principal Name due to organizational change
eUsers get stuck duringlogin as they sign in with theiremail but were invited with UPN

*Email is not a requirementin Azure AD formemberaccounts
eUsers who login as guests to yourtenant would not receive the Microsoftissued invite
eless of an issue now asinvite isnolongera requirement

e|nvitations are nolongerrequired however users that were invited before this feature was introduced and did not
accept the invitation cannotsignin

eNew preview feature allows you to reset the invitation which can be done without sending anything to guest user

*Previouslyyou were able to create a Microsoft account using the same email address as your organization
Microsoft 365 account

eUsers are often unsure of what account to login with and if the wrong is chosen, they receive asignin error

Azure AD B2B Health | Extranet User Manager

ExtranetUserManager
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https://www.extranetusermanager.com/resources/articles/azure-ad-b2b-health

Guest Governance

User not in Any Groups

User Never Signed In

User Hasn’t Signed In X
BEVS

Azure AD B2B Health | Extranet User Manager

ExtranetUserManager eum.co



https://www.extranetusermanager.com/resources/articles/azure-ad-b2b-health

Power Bl Harvester Demo
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Key Takeaways

* Review the guest management best practices in this deck

e Review common issues

* Setup the open source Azure AD harvester to gain insight into your
Azure AD

* Define your guest governance plan

ExtranetUserManager
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June 22, 2022
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June 16, 2022
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Relevant Webinar Sessions

Effective Board and Committee Management with Microsoft 365

May 3, 2022

Deploy Power Bl Dashboards Internally and Externally without User Licensing
March 22,2022

Create a Custom Learning Portal for Your External Users
January 25,2022

Engaging with External Users at Scale with Microsoft 365 and Branded Portals
November 2, 2021

New Azure AD External Identities Features
July 27,2021

Microsoft 365 Unstructured and Structured External Sharing | Extranet User
Manager
July 13,2021
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https://www.extranetusermanager.com/resources/events/webinar-2021-07-27-New-Azure-AD-External-Identities-Features
https://www.extranetusermanager.com/resources/events/webinar-2021-07-13-Microsoft-365-Unstructured-and-Structured-External-Sharing

Upcoming Events

Taking a break from live webinars
for July and August... You should
too!

Stay tuned for upcoming events at

http://eum.co/resources/events
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Thank you!

Questions?

E*tranetUserl\/lanager http://eum.co



