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Agenda

A Introduction to Extranets
A Office365 Authentication Options
A Microsoft Accounts, Azure Active Directory Sync, and ADFS
A Extranet Scenarios in Office 365
A External sharing using Microsoft accounts or other federated users
A Licensing of external users as subscribers
A Using Extranet User Manager to create and manage the external users
A Selfregistration and approval, delegated user management, forgotten password reset
A Leveraging the Graph API to provision and license those users in Office 365
A Wrap-Up and Q&A
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What I1s an Extranet

A An Extranetis a web site that is accessible to users outside of
the corporate network, which allowsrganizations to share
Information and collaborate with their customers, partners,
and/or vendors In a secure and easyuseenvironment

A TheExtranet may be added agv@dule into the Intranet site
to only allow external users into specific ssibes of the
Intranet
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Extranet User Manager
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Home Search Add Configure Help Sign Out

& ExtranetUserManager

Search Add Configure

Login
Welcome to the Envision IT Extranet User Manager (with Thinktecture Identity
Server). To enter this area of the site you must be an authenticated user.

If this is your first time visiting, please Register Here before logging in

Groups Group System Settings
User Managed Domains Emall
Import Users SharePoint Sites =
Managed Domain General Email Settings Password
SharePoint Site Pending Approval Email @ | Password
ezRealm IP Address Pending Approver Email Remsmbersnez ]
ezRealm Email Redirect Welcome Email

Forgot Password Email
ezRealm Settings Forgot Password?
1] Office 365 Configuration
©2015Envision IT Inc.  Contact Us  Privacy Policy
Deactivate and Delete

Thinktecture Identity Server

A Easy delegation of user management to business
A Selfregistration, approvals, forgotten password reset
A Simplified login for both internal and external users
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Extranet Clients
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Public Health Ontario

Public S e

- - anté
Health publigue CONTACT US | NEWSROOM | CAREERS | PRIVACY & DATA ACCESS | FRANGAIS
WWW.publi | ofiSalsh | oBiin ,
. " [ search the site.. F)

PANTHENS 1OR HEALTH PARTENAIRES POUK LA SANTE

&TOOLS

Do Do Po I»

FIND IT FAST

Careers

Data Reports

Just Clean Your Hands
Laboratorles

PIDAC

Regional infection Control

profile, and forgotten password -

reset

Support

President's Message

Ontario Health Profile infographics

NEWS

PIDAC
Updated Best Practices for
Hand Hyglene

Ontario Health Profile
infographics

Announcement
Interim leadership team

Preparedness Week
Incident Management System
for Public Healtn

Vaccine Safety
Ontario's 2012 Report

PHO Connections
April 2014
Topics Quick Links
A-ZIndex Events:
Cnronic Diseases and Injuries Laboratory Testing Information
Emergency Preparedness Data Reports.
Environmental and Occupational Health TOPHC
Health Promation Sneela Basrur Centre
Infectious Disease eHealth Ontario Portal
Terms of Use | Heaith

Toronto Public Health Laboratory have
been resolved and regular laboratory
operation has resumed. More.

Public web site hosted on WEKTHER. e FOODBORNE LI
SharePoint 2010 ey

Leverages Forefront FIM and
UAG, and FAST Search

EUM used for registration,

UPCOMING EVENTS

View and register for events

* The Ontario
Public Health
Convention

KNOWLEDGE 10 ACTION

HOT TOPICS
TOPHC 2014 Highlights
Measles
Viral Hemorrnagic Fever /‘ Sheela
(VHF) ) Basrur
JIJ Centre

April Infectlous Disease
Survelllance Report - Focu:
on Malarla

G

Ontario Respiratory Virus
Bulletin

MERS-CoV
Avian Influenza A (H5N1)
Avian Influenza A (H7N9)

Gonorrhea Testing and
Treatment

g+l f NN\

B ontario
i i
=y

ision IT

Leaders in SharePoint Solutions

Q ExtranetUserM

anager

harePoint


http://www.publichealthontario.ca/

-Board of Directors

Self-Registration ; ~ Careers
- About - Mewsroom
Program Areas
- FIM Portal - Recearch - Studies
-Maps
Password Reset Registration Data & Analytics }_-. Query
Snapshots

Password Reset

Information By Topic }

Search

Learning & Development }- Events

S __Online Health Program Planner

Services & Tools }.—4
‘Tools
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PHO Infrastructure
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EIM SP2010 WFE SP 2010 WFE
SP 2010 App SP 2010 App FAST
sQL 2008 R2 SQL 2008 R2
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Registration

A Anyone can register an account |, s
for Level 1 access -
A No approval process
A No additional content provided

A Level 2 is for Public Health Unit = :

Job Title

Organization Province Ontaric

St aff ,,,,,,,,,,,,,,,
Public Health Unit

A Approval workflow directs to the
appropriate Public Health Unit
outside of the PHO

A FIM manages the approval process |&=&=. =" BI00E

alt Sheela Basrur Centre
Health Prometi aith Ontario Portal
Infactious Disease Collaboration ibm
S
Terms of Use | £ 2014 Ontario Agency for Health Pratection and Pramation E:‘.....z::..'
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Log On

A Customized UAG login page

A Login with email address Public . |Santé.
. ontario” | ohtaria
A Register and forgotten password | e | it
INks | |

Password: | |

A Branded
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Poll 1

Which Version of SharePoint are you currently using?
A Office365

A SharePoinServer 2013

A SharePoinServer2010

A SharePoinFoundation(2010 or 2013)

A MOSS 2007 or WSS 3.0
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Poll 2

How do you use SharePoint today
A Internal collaboration

A Internal web publishing (Intrangt
A Extranets

A Public facing website
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Extranet Scenarios
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Office 365 Authentication Options

Cloud Identity Directory and Password Federated Identity
Synchronization

Windows Azure Active Directory Windows Azure Active Directory

Windows Azure Active Directory

DirSynand Password Sync Federation User Sync
On Premise ldentity On Premise ldentity
No Integration Integration with no Single federated identity
federation and credentials
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Windows Azure Active Directory

A All Office 365 users have a WAAD shadow account

A DirSynacan create WAAD ac
A Password Sync can also sync

counts for all your AD users
your passwords

A52Say Qi LINE ©Oh RS dogsialod fis&s té usedtlye same

password on premise and in t

ne cloud

A Syncs a hash of the passworc

, rather than the password itself

A PowerShell or GrapAPI (REST interfagsgn also be used to

manage WAAD

:
‘m’ylSlOn IT
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DirSync Process

Microsoft Apps

| §mfsl

Windows Azure
Active Directory

FratName Nate
Middie Name: Robert

Title: Sakes Manager o -
Ciy: Seattie Microsoft Public

State: WA Cloud Cloud

User

Frst Name Nate
Middie Name: Robert
Title Sakes Manager
Chy: Sesttle

State WA

Windows Server On-premises Apps
Active Directory

http://technet.microsoft.com/enus/library/dn441212.aspx
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SharePoint Extranetg Office 365

A Up to 10,000 free external users in your
Office 365 subscription through External
Sharing

A Must use the Microsoft login form

A External users must have a Microsoft
account, or be an Office 365 subscriber
themselves

A No control over what account is used to
accept the invitation
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SharePoint ExtranetsFederated ldentities

A Trusted ldentity Provider does the authentication

A Can be any SAML compliant provider
A Active Directory Federation Services

A Thinktectureldentity Server
o www.thinktecture.com

A Social identities
A Can be AD, SQL, or other user repository under the hood

A Relying parties (such as SharePoint) trust the SAML token and provide the
authorization based off that identity

A Provides Single Sigbn to multiple systems
A Can be any SAML claims compliant system, not just SharePoint
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AD FS Login Form

dza S NER

A Can be branded, within limits
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