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Agenda 

Å Introduction to Extranets 

Å Office 365 Authentication Options 

Å Microsoft Accounts, Azure Active Directory Sync, and ADFS 

Å Extranet Scenarios in Office 365 

Å External sharing using Microsoft accounts or other federated users 

Å Licensing of external users as subscribers 

Å Using Extranet User Manager to create and manage the external users 

Å Self-registration and approval, delegated user management, forgotten password reset 

Å Leveraging the Graph API to provision and license those users in Office 365 

Å Wrap-Up and Q&A 



What is an Extranet 

ÅAn Extranet is a web site that is accessible to users outside of 
the corporate network, which allows organizations to share 
information and collaborate with their customers, partners, 
and/or vendors in a secure and easy-to-use environment 

ÅThe Extranet may be added as a module into the Intranet site 
to only allow external users into specific sub-sites of the 
Intranet 

https://www.envisionit.com/Services/Pages/Extranets.aspx


ÅEasy delegation of user management to business 

ÅSelf-registration, approvals, forgotten password reset 

ÅSimplified login for both internal and external users 

Extranet User Manager 



Extranet Clients 



Public Health Ontario 

Åwww.publichealthontario.ca 

ÅPublic web site hosted on 
SharePoint 2010 

ÅLeverages Forefront FIM and 
UAG, and FAST Search 

ÅEUM used for registration, 
profile, and forgotten password 
reset 

http://www.publichealthontario.ca/


Site Overview 



PHO Infrastructure 



Registration 

ÅAnyone can register an account 
for Level 1 access 

ÁNo approval process 

ÁNo additional content provided 

ÅLevel 2 is for Public Health Unit 
staff 

ÁApproval workflow directs to the 
appropriate Public Health Unit 
outside of the PHO 

Á FIM manages the approval process 



Log On 

ÅCustomized UAG login page 

ÅLogin with email address 

ÅRegister and forgotten password 
links 

ÅBranded 



Poll 1 

Which Version of SharePoint are you currently using? 

ÅOffice 365 

ÅSharePoint Server 2013 

ÅSharePoint Server 2010 

ÅSharePoint Foundation (2010 or 2013) 

ÅMOSS 2007 or WSS 3.0 

 



Poll 2 

How do you use SharePoint today? 

ÅInternal collaboration 

ÅInternal web publishing (Intranet) 

ÅExtranets 

ÅPublic facing website 



Extranet Scenarios 



Office 365 Authentication Options 

Windows Azure Active Directory 

No Integration 

Cloud Identity 

Windows Azure Active Directory 

Integration with no 
federation 

Directory and Password 
Synchronization 

DirSync and Password Sync 

On Premise Identity 

Windows Azure Active Directory 

Single federated identity 
and credentials 

Federated Identity 

On Premise Identity 

Federation User Sync 



Windows Azure Active Directory 

ÅAll Office 365 users have a WAAD shadow account 

ÅDirSync can create WAAD accounts for all your AD users 

ÁPassword Sync can also sync your passwords 

Á5ƻŜǎƴΩǘ ǇǊƻǾƛŘŜ {ƛƴƎƭŜ ǎƛƎƴ-On, but does allow users to use the same 
password on premise and in the cloud 

ÁSyncs a hash of the password, rather than the password itself 

ÅPowerShell or Graph API (REST interface) can also be used to 
manage WAAD 



DirSync Process 

http://technet.microsoft.com/en-us/library/dn441212.aspx  

http://technet.microsoft.com/en-us/library/dn441212.aspx
http://technet.microsoft.com/en-us/library/dn441212.aspx
http://technet.microsoft.com/en-us/library/dn441212.aspx


SharePoint Extranets ς Office 365 

ÅUp to 10,000 free external users in your 
Office 365 subscription through External 
Sharing 

ÅMust use the Microsoft login form 

ÅExternal users must have a Microsoft 
account, or be an Office 365 subscriber 
themselves 

ÅNo control over what account is used to 
accept the invitation 



SharePoint Extranets - Federated Identities 

ÅTrusted Identity Provider does the authentication 
ÅCan be any SAML compliant provider 
ÁActive Directory Federation Services 
Á Thinktecture Identity Server 

o www.thinktecture.com  

ÁSocial identities 

ÅCan be AD, SQL, or other user repository under the hood 
ÅRelying parties (such as SharePoint) trust the SAML token and provide the 

authorization based off that identity 
ÅProvides Single Sign-On to multiple systems 
ÁCan be any SAML claims compliant system, not just SharePoint 

http://www.thinktecture.com/


AD FS Login Form 

ÅLƴǘŜǊƴŀƭ ǳǎŜǊǎ ǎƘƻǳƭŘƴΩǘ ǎŜŜ ǘƘƛǎ ƛƴǎƛŘŜ ǘƘŜ ƴŜǘǿƻǊƪ 

ÅCan be branded, within limits 


